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What i1s Phishing? v W o

* i

= Cyber criminals send fraudulent emails to
unsuspecting users luring them into
revealing sensitive information

= There are many forms of
phishing, but they all have
the same purpose:

= To trick users Into
divulging sensitive
Information
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Presentation Goal o LD

= To give you information you can use today
both at home and at work to recognize
and avoid phishing attacks

= The most effective tool in fighting phishing
IS USer awareness

Awareness is the Key
To Prevention
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OCIO Anti-Phishing Campaign

3

= Anti-Phishing Awareness  m
Campaign currently |
underway

= Posters, newsletters,
novelty items, events,
OCIO Web page

= Goal: Fight phishing
through increased
user awareness
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Today’s Menu

= How phishing attacks work

= Examples of phishing attacks

= Filleting a phish

= 6 tips for fighting phishing

= What to do if you are
attacked

= Where to go for more
iInformation




Never trust anything in
an unsolicited email from
someone you don’t know...
No matter how legitimate

the email looks.



Phishing: Urgency F 0 '.?_}_’).%’_f--; —

WARNING!

Someone has attempted to log onto
your Citibank account.

You must log on to verify your account information

Immediately
or your account will be closed.

Phishing attacks employ a sense of
urgency to scare recipients into
responding quickly, before they have
time to stop and think.
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How Does Phishing Work? y W

= There are two methods used in most
phishing email attacks:

1. You click on a link to enter your personal
Information

2. Simply opening an email or attachment
Installs spyware on your computer

The spyware works behind the scenes to
steal sensitive information
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What is at Risk?

= DOE sensitive information

= Your identity

= Your credit history

= Your bank account and credit cards

= 3.6 million people in the
in U.S. lost $3.2 billion to
phishing scams in 2007
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Profile: Phlshlng Attacker 9 i

= The enemies of the United States are highly
skilled in cyber warfare

= Phishing attackers include:
= Script kiddies
= Cyber criminals

= State-sponsored
cyber terrorists

= U.S. government agencies
are prime targets for
phishing attacks




Profile: Phishing Victim o s

= You are a potential target for a phishing
attacks If you:

= Use a computer at work or home
= Send and receive emalil

= Most phishing attacks are
broadly dispersed

= Bottom Line:
No one IS Immune from
phishing attacks
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Forms of Phishing o I

= Spear Phishing
= Targeted phishing attacks
= |ncludes information tailored to the victim

= Vishing (Voice Phishing)
= User is prompted by phish email

to call bogus number and
disclose sensitive information

= Whaling

= Spear phishing targeted
specifically to executives




= |n April 2008, thousands
of business executives
received fake subpoenas
via emall to appear in
U.S. District Court

= More than 1,800
clicked on the message

= Link ends in .com,
not .gov

= Key logger Trojan
software installed

AD BE{Rav.11/84) Subposna in a Tl Case

D STe. N
_-'.\1"11 f”k
o f:

* Issued by the
UnITED STATES DISTRICT COURT

BP E

Case number: 45-616-RRE
Uinited States District Coun

YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United
States District Court at the place, date; and time specifiled below.

Place: United States Courthouss Date and Tima: May 8 2008
BB0 Front Street 800 am. PST
San Dlego, California 82101

Room: Grand Jury Room
room 5217

Issuing officers name and address: O'Mavely & Meyers LLP; 400 South Hope Streal, Los Angeles, CA
90071

Plaa d n document hi f his link) and r

This subpoena shall remain in affect until you are granted leave to depar by the court or by an officer on
behalfl of the court.
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1st Generation Phish

= Target: Citibank

= NO graphics,
just a link
to a Website

= TypoOs, errors
in grammar

= Always
present:
A sense
or urgency

™ Urgent Update; CitiSafe by Citibank - Message (HTML)
File Edt Yew Insert Format Tools Actions Help

CoReply Replytonl CForward & By F T X & - 9 - @ (2

From: Citibank [safe@citibank. com]

To: R

Cc:

Subject: Uroent Update: CitiSafe by Citibank

Dear Citihank Customer,

We recently noticed one or more attempts to log mn to your Cihbank
account from a foreign IP address and we have reasons to believe that
there was attempts to compronuse it with brute forcing vour PIN number.
No successfil logm was detected and you have full protection by now

If you recently accessed your account while travelling, the unusual login
atternpts may have been wuhated by vou.

The login atiempt was made from.:
IP address: 170.57.187.24
ISF Host: cache-81 proxyserver.cis.com
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Evolution of P'ﬁishing

Time 1990's P 2001-05 » 2008

B Skill
Sophistication Availability Required
of of to
Attacks Tools Execute

Number
of

Attacks
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Next Generation Phish

Real |00 =——tm——) s

Few typosS =i

Link to
fraudulent
website

Account

SUSPENSION m——pp
threat

I,

Your account will be suspended !

Dear SunTrust Customer,

In accordance with our major database relocation, we are
currently having major adjustments and updates of user
accounts to verify that the informations you have provided
with us during the sign-up process are true and correct,
However, we have noticed some discrepancies regarding
your account at SunTrust, Possible causes are inaccurate
contact information and invalid logout process,

Ve require you to complete an account verification procedure
as part of our security measure,

ou must click the link below to securely login and complete
the process.,

Click here to reactivate vour
account

Choosing to ignore this message will result in a temporary
suspension of your account within 24 hours, until you will
choose to solve this unpleasant situation,

Thank you for using SunTrust!
The SunTrust Team

Flease do not reply to this e-mail. Mail sent to this address cannot
be answered, For assistance, login to vour SunTrust account and
choose the "Help" link in the footer of any page.

Protect Your Account Info

+ Make sure you never
provide your password to
fraudulent websites: To
safely and securely access the
SunTrust website or your
account, be sure to verify the
link found in the address bar.
This rmust be

https Afwww suntrust.com,

+« Don't share personal
information via email: we
will never ask you to enter
yvour password ar financial
infarmation in an email ar
send such information in an
ernail. vou should only share
infarmation about your
account ance you have logged
into

https : Afwww suntrust.comy/,

Protect Your Password

+ Never share your
SunTrust password:
SunTrust representatives will
never ask you for your
passward, If yvou believe
someone has learned your
password, please change it
immediately and contact us.

+ Keep your SunTrust
password unigue: Don't use
the same password for
SunTrust and other online
services such as AQL, eBay,
MSM, or Tahoo, Using the

website links
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School of Phish Pop'Quiz ¢ W e
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Phishing is:

a. Another name for the activity of
catching fish

b. A great way to spend the weekend

c. A form of computer fraud designed
to trick people into disclosing
sensitive information
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School of Phish Pop Quiz ¢ |05

Phishing attacks work by the following
method:

a. Several schools of feisty fish
batter unsuspecting swimmers

b. Cyber criminals use coercion and
perceived authority to obtain
sensitive information through
fraudulent emails

c. Not sure
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School of Phish Pop Quiz ¢ |05

Phishing scams trick users into
divulging:

a. Credit card information
b. Social security numbers
c. Bank account and PIN numbers

d. Other sensitive information
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Filleting a Phish: eBay

= Filleting a Phish: €V

= | received an urgent email
claiming to be from eBay

= “You eBay account
has been locked”

= We will look at the code
behind the attack to see
how It works

Warning!

Do Not Try This Yourself!
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Filleting a Phish: eBay ¢

ehY
Dear eBay User,

EXh I b It 1 : We regret to inform you, that we had to block your eBay account
B P h . h because we have been notified that your account may have been compromised by outside parties.
y Clur terms and conditions you agreed to state that your account must abways be under your caontrol
Em ai I orthose you designate at all times. WWe have noticed some activity related to your account that
indicates that other parties may have access and or contral of your information in your account.

@ Meed Help?

Please be aware that until we can verify your identity no further access to your account will be
allowed.As a result,Your access to bid or buy on eBay has been restricted. Ta start using your eBay
account fully Please uptake and verify your information by clicking below

http:ffsignin. ebay. comdaw-c gifeBayISAPL AP earify

FRegards,
eBay Member Service

Please Do Mot Reply To This E-mail As You Will Mot Receive A Response™




Filleting a Phlsh eBay \J

= Characteristics that help to build trust

s Use of actual
eBay logo

s Look and feel
of actual
eBay webpage

= Use of eBay
web links

Y

Dear eBay User,

@ Meed Help?

YWWe regret to inform you, that we had to block your eBay account
because we have been notified that your account may have been compromised by outside parties.

Our terms and conditions you agreed to state that your account must always be under your contral
or those you designate at all times. WWe have noticed some activity related to wour account that
indicates that other parties may have access and or contral of your infarmation in your account.

Please be aware that until we can verify your identity no further access to your account will be
allowed.As a result,Your access to bid or buy on eBay has been restricted. To start using your eBay

account fully Please uptake and verify your information by clicking below

http:fsignin. ebay. comdaw-c gifeBaylSAPL A erify

Regards,
eBay Mermber Service

Pleaze Do Mot Reply To This E-mail As You Will Not Receive A Hesponse™
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< Links in phish emails e

are usually phony

Dear eBay User,
u Llnks appears to be real’ We regret to inform you, that we had to block your eBay acc
aS IS the Ilnk In Our eBay because we have been notified that your account may have k

ph |Sh Qur terms and conditions you agreed to state that your acco
or those you designate at all times. We have noticed some
indicates that other parties may have access and or control «

= Link appearstogotoa

Please be aware that until we can verfy your identity no furth

Slte on eBaycom allowed.As a result,Your access to bid or buy on eBay has b
account fully Please uptake and verify your information by cli
s But when you click on this hitp://signin.ebay. com/aw-c gifeBayISAPL diI?Verify
link, you go somewhere Regards,
else eBay Member Service

*Please Do Mot Reply To This E-mail As You Will Not Rece

= How do they do this?
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Filleting a Phish: eBay o B 17 .o
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“*HTML (HyperText Markup Language)
= HTML is the basic code behind all Web pages

The Web link (or hyperlink)

appears like this In oUr =P | http/fsignin.ebay. com/aw-cgifeBaySAPL dIl?erify
phish email...

But this is the actual HTML code
that is behind that same link.

|

<a href="http://signin_ebay com_account.barami.co.kr:7308/ebay.htm">
http://signin.ebay.com/aw-cgi/eBayI1SAPI .dl1?Verify</a></font></P>
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Filleting a Phish: eBay o i

v Let’s take a closer look at that code:

URL (Link) for Internet site where you are sent

1

<a href="http://signin_ebay com_ account.barami.co.kr:
7308/ebay.htm">

http://signin._ebay.com/aw-cgi/eBayI1SAPI .d11?Verify
</a></font></P>

Hypertext string: What shows up
In your browser

hitp: & signin. ebay. comdaw-c gifeBayl=sAPL Al erity
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Filleting a Phish: eBay o
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“Country Code Top Level Domains
(ccTLDs)
= TLD is what comes after the . (gov, com, mil, org, edu, country

codes)
= Web sites from other countries use ccTLDs

 Example: www.amazon.de (Germany)

amazonde

Neu:
\SI‘J'F:E{EI —
ENGLISH | ELEKTRONIK , PC- & VIDED-Y KOCHE, HAUS Y SPIELWAREN
WA MEIN SHOP | BOCHER | “pogks & FOTO MLISIE m SOFTWARE SPIELE R CARTEN " | & KINDERWELT

Hier klicken

F INTERNATIONAL * BESTELLEM LEICHT GEMACHT | * TOPSELLER | * PREIS-HITS » GUTSCHEIME || ™ JETZT ¥YERKAUFEN

SCHNELLSUCHE »» [Alle Produkie Bl )

Kostenlose Lieferung ab 20 EUR. Blcher versandkostenfrail Mehr dazu.
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Filleting a Phish: eBay o s

“*HTML code behind link shows true
location of Website you are linking to:

<a href="http://signin_ebay com account.barami.co.Kkr:
7308/ebay .htm">

= eBay does not have Websites in Korea for
Its U.S. customers!

\
///.%‘ Republic of Korea!

\ /
\‘ "" For a full list of country codes, visit
www.iana.org




= Users have reported

receiving this phish
emaill recently
claiming to be from
the IRS

Links to a phony website
which prompts you to
enter your credit card
information

There are several
variants, including
a vishing attack

@ Internal Revenue Service IRS.gov

Tax Refund

ﬁet Tax Refund on your VISA or MasterCard

Ploage #nlir your Sacial Security Numbaes and a valid VIBA or MashenCard numbar wihane you wani the nefund to be mada
*See our Priviscy Notics negarding our réquest for ypour personsl infomation

Socka Security Numises B

or RS indhvadusl Taopayes kerlifcaion

Meanibar Shenwn O wour 8 rebum

Cradit Debit Card B

Fatumed Aamourt B

Hame on canik:
Canral Hunmbeer:
Expiration Date: Month ¥ vear ¥

OV Code:

AT Coa ol PINE

$63.80 “

L3 Moke For pecurty reasony we recommend bhal you close your broneeser afler you havwe finkghed Bhe retund process




1.1f you receive an email or pop-up message
that asks for personal or financial
Information, do not reply.

2.Don’t emall personal or financial
Information.

3.Be cautious about opening attachments or
downloading any files from emails.




6 Tips to Fight Phishing =~

g

4.Never enter your personal information in
a pop-up screen.

5.0nly open email attachments if you're
expecting them and know what they
contain.




6. If you receive a suspicious email at work,
don’t open it, any attachments, or click on

any links —

Contact the Helpdesk, 3-2500
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= www.CIlO.Energy.gov

= wwww.FTC.gov

= www.APWG.org

= www.fbl.gov/cyberinvest/escams.htm

Awareness is the Key
To Prevention
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Office of Cyber Sec_uri'ty

= If you have questions about phishing
prevention and awareness, or anything
else related to the OCIQO’s cyber security
program, please send us an email:

Cyber.Security@hqg.doe.gov




If you think twice
Before you click,
Then you won’t fall
For phishing tricks.



Avoid getting hooked
Before it’s too late...
Fight phishing and
Don’t take the bait.



Thank
You
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